
 ENTERPRISE CONTENT MANAGEMENT ON THE MICROSOFT PLATFORM 

21 CFR Part 11 Compliance 
Introduction 
The life sciences industry has undergone a number of significant changes over the last 
decade. In addition to increased competition and ever changing regulatory demands, 
the industry has seen unprecedented mergers and acquisitions. As a result, the need 
to establish an integrated and standardized approach to document management is 
paramount. This white paper is geared to organizations in the life sciences industry 
that are considering implementing CSC’s FirstPoint enterprise content management 
(ECM) solution so they may better understand the capabilities that FirstPoint™ 
provides for compliance with the FDA’s ruling on Electronic Records and Electronic 
Signatures (21 CFR Part 11). The final decision and responsibility for compliance of 
any application, including FirstPoint, rests with our clients, and is subject to their 
interpretation of Part 11. 

All FirstPoint Part 11 related requirements are documented in detail in the FirstPoint 
Functional Requirements Specification document. Unit and system/integration test 
scripts are written and executed against these requirements, and documented in 
product and project development binders. 

CSC advises that anyone engaged in Part 11 analysis and/or implementation 
familiarize themselves with the details that the FDA provides regarding Part 11 
applicability in the referenced documents. 

21 CFR Part 11 Scope 
The Code of Federal Regulations statement of scope regarding Part 11 is as follows: 

a. The regulations in this part set forth the criteria under which the agency 
considers electronic records, electronic signatures, and handwritten 
signatures executed to electronic records to be trustworthy, reliable, and 
generally equivalent to paper records and handwritten signatures executed 
on paper. 

b. This part applies to records in electronic form that are created, modified, 
maintained, archived, retrieved, or transmitted, under any records 
requirements set forth in agency regulations. This part also applies to 
electronic records submitted to the agency under the requirements of the 
Federal Food, Drug, and Cosmetic Act and the Public Health Service Act, 
even if such records are not specifically identified in agency regulations. 
However, this part does not apply to paper records that are, or have been, 
transmitted by electronic means. 

c. Where electronic signatures and their associated electronic records meet 
the requirements of this part, the agency will consider the electronic 
signatures to be equivalent to full and written signatures, initials, and other 
general signings as required by agency regulations, unless specifically 
excepted by regulation(s) effective on or after August 20, 1997. 

d. Electronic records that meet the requirements of this part may be used in 
lieu of paper records, in accordance with Sec. 11.2, unless paper records 
are specifically required. 
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e. Computer systems (including hardware and software), controls, and 
attendant documentation maintained under this part shall be readily 
available for, and subject to, FDA inspection. 1 

FDA’s Guidance for Industry 
In August 2003, FDA Provided non-binding clarification pertaining to the scope of Part 
11 and their intentions related to enforcing the provisions of Part 11 in the document 
entitled “Guidance for Industry Part 11, Electronic Records; Electronic Signatures — 
Scope and Application” (published 8/28/2003). Important comments on scope included 
the following: 

Under the narrow interpretation of the scope of part 11, with respect to records 
required to be maintained under predicate rules or submitted to FDA, when persons 
choose to use records in electronic format in place of paper format, part 11 would 
apply. On the other hand, when persons use computers to generate paper printouts of 
electronic records, and those paper records meet all the requirements of the applicable 
predicate rules and persons rely on the paper records to perform their regulated 
activities, FDA would generally not consider persons to be "using electronic records in 
lieu of paper records" under §§ 11.2(a) and 11.2(b). In these instances, the use of 
computer systems in the generation of paper records would not trigger part 11. 

Under this narrow interpretation, FDA considers part 11 to be applicable to the 
following records or signatures in electronic format (part 11 records or signatures): 

• Records that are required to be maintained under predicate rule requirements and 
that are maintained in electronic format in place of paper format. 

• Records that are required to be maintained under predicate rules, that are 
maintained in electronic format in addition to paper format, and that are relied on to 
perform regulated activities. 

• Records submitted to FDA, under predicate rules (even if such records are not 
specifically identified in Agency regulations) in electronic format (assuming the 
records have been identified in docket number 92S-0251 as the types of 
submissions the Agency accepts in electronic format). 

• Electronic signatures that are intended to be the equivalent of handwritten 
signatures, initials, and other general signings required by predicate rules. 2 

Electronic Records and Electronic Signatures 
The FDA provides the following definitions for Electronic Records and Electronic 
Signatures: 

 
Electronic record means any combination of text, graphics, data, audio, pictorial, or 
other information representation in digital form that is created, modified, maintained, 
archived, retrieved, or distributed by a computer system.  

Electronic signature means a computer data compilation of any symbol or series of 
symbols executed, adopted, or authorized by an individual to be the legally binding 
equivalent of the individual's handwritten signature. 1 

 

                                                      
1 Code of Federal Regulations, Title 21 — Food and Drugs, Part 11 — Electronic Records; Electronic 
Signatures (Volume 1 Revised as of April 1, 2003 From the U.S.  Government Printing Office via GPO 
Access http://www.access.gpo.gov/nara/cfr/waisidx_03/21cfr11_03.html 
2 Guidance for Industry, Part 11, Electronic Records; Electronic Signatures. Scope and Application 
(FDA, Division of Drug Information, HFD-240 Center for Drug Evaluation and Research (CDER) 
http://www.fda.gov/cder/guidance/index.htm) 
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Open vs. Closed Systems 
An important consideration in evaluating the impact of 21 CFR Part 11 on FirstPoint 
products is whether the specific system implementation is considered a closed or open 
system. The FDA provides the following definitions for closed and open systems: 

 
Closed system means an environment in which system access is controlled by 
persons who are responsible for the content of electronic records that are on the 
system. 

 

Open system means an environment in which system access is not controlled by 
persons who are responsible for the content of electronic records that are on the 
system. 1 

 

The FDA has the following comment about dial-in access: 

 
The agency advises that dial-in access over public phone lines could be considered 
part of a closed system where access to the system that holds the electronic records 
is under the control of the persons responsible for the content of those records. 3 
 

Validation Methodology 
While it is the ultimate responsibility of the client’s regulatory compliance and validation 
team to determine if the system is open or closed, CSC believes that the FirstPoint 
products are a closed system, and recommends the International Society for 
Pharmaceutical Engineering (ISPE) GAMP 4, which is one of the most widely used and 
internationally accepted guidelines for the validation of computer systems. 

GAMP Software Classifications 

CLASS CATEGORY GUIDELINES 

1 Operating Systems Record name and version. 

2 Firmware (embedded 
software) 

Record the configuration and calibration 
in the equipment installation record. 

3 Commercial Off-the-Shelf 
Software 
(COTS) 

Audit supplier. Apply full software life-
cycle management requirements. 

4 Configurable — Commercial 
Off-the-Shelf Software 
(COTS) 

Audit supplier. Validate application and 
any configurations. Apply full software 
life-cycle management requirements. 

5 Custom Developed Software Audit supplier. Validate the complete 
system. Apply full software life-cycle 
management requirements. 

 
The GAMP4 “V-Model” for computer systems validation includes the following general 
definitions and activities: 
• IQ — Installation Qualification verifies the physical installation according to the 

design specifications. 

                                                      
3 Guidance for Industry 21 CFR Part 11; Electronic Records; Electronic Signatures Time Stamps 
(Withdrawn Guidance from FDA, Office of Regulatory Affairs  Docket number 00D-1542.) 
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• OQ — Operational Qualification tests if the software application operates 
according to its functional specifications. 

• PQ — Performance Qualification evaluates the software application’s ability to 
meet the user requirements specification, which support the standard operating 
procedures and work instructions for activities done within the facility. PQ involves 
“live, user-site testing. 
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Electronic Record Compliance and FirstPoint Applicability 
 
Table 1: Electronic Record Compliance Implications for FirstPoint 
Table 1 discusses the functionality that FirstPoint provides in support of 21 CFR Part 11. 

21 CFR 11 
REQUIREMENT 1 

CORRESPONDING 
FIRSTPOINT  

FUNCTIONALITY 
BUSINESS  

PROCESS ISSUES 
NOTES  

AND REFERENCES 

§ 11.10 CONTROLS FOR CLOSED SYSTEMS. 

(a) Validation of 
systems to ensure 
accuracy, reliability, 
consistent intended 
performance, and 
the ability to discern 
invalid or altered 
records. 

FirstPoint is developed in 
accordance with the CSC LS 
QMSadvantage™, an ISO 
9001:2000 certified Quality 
Management System.  

QMSadvantage™ and FirstPoint 
have been audited by many 
pharmaceutical clients. As part of 
a formal vendor audit, CSC can 
provide evidence that FirstPoint 
is developed and tested in 
accordance with 
QMSadvantage™. FirstPoint is 
“validation-ready” for its clients 
upon completion of installation 
and configuration. 

Full IQ, OQ validation scripts, and 
PQ templates and supporting 
services are available from CSC 
for interested clients. 

• A formal system should be 
defined which addresses 
the requirements for 
installation, operation, and 
performance qualification 
for validated software 
systems. 

• A methodology for software 
lifecycle management 
should be defined to 
support on-going version 
upgrades. 

• A corrective and risk 
management process 
should be implemented to 
indentify, evaluate and 
resolve any 
nonconformities. 

Comment on validation of 
commercial software:  

The agency disagrees with the 
comment’s claim that all 
commercial software has been 
validated. The agency believes 
that commercial availability is 
no guarantee that software has 
undergone ‘‘thorough 
validation’’ and is unaware of 
any regulatory entity that has 
jurisdiction over general 
purpose software producers. 
The agency notes that, in 
general, commercial software 
packages are accompanied not 
by statements of suitability or 
compliance with established 
standards, but rather by 
disclaimers as to their fitness 
for use. The agency is aware 
of the complex and sometimes 
controversial issues in 
validating commercial 
software. However, the need to 
validate such software is not 
diminished by the fact that it 
was not written by those who 
will use the software.” 4 

The Agency intends to 
exercise enforcement 
discretion regarding specific 
part 11 requirements for 
validation of computerized 
systems (§ 11.10(a) and 
corresponding requirements in 
§ 11.30). Although persons 
must still comply with all 
applicable predicate rule 
requirements for validation 
(e.g., 21 CFR 820.70(i)), this 
guidance should not be read to 
impose any additional 
requirements for validation.  

We suggest that your decision 
to validate computerized 

                                                      
4 Federal Register/Vol 62, No. 54/Thursday, March 20, 1997/Rules and Regulations 21 CFR Part 11 [Docket No. 92N-
0251] RIN0910-AA29] 
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21 CFR 11 
REQUIREMENT 1 

CORRESPONDING 
FIRSTPOINT  

FUNCTIONALITY 
BUSINESS  

PROCESS ISSUES 
NOTES  

AND REFERENCES 

§ 11.10 CONTROLS FOR CLOSED SYSTEMS. 
systems, and the extent of the 
validation, take into account 
the impact the systems have 
on your ability to meet 
predicate rule requirements. 
You should also consider the 
impact those systems might 
have on the accuracy, 
reliability, integrity, availability, 
and authenticity of required 
records and signatures. Even if 
there is no predicate rule 
requirement to validate a 
system, in some instances it 
may still be important to 
validate the system.  

We recommend that you base 
your approach on a justified 
and documented risk 
assessment and a 
determination of the potential 
of the system to affect product 
quality and safety, and record 
integrity. For instance, 
validation would not be 
important for a word processor 
used only to generate SOPs. 2  

(b) The ability to 
generate accurate 
and complete copies 
of records in both 
human readable and 
electronic form 
suitable for 
inspection, review, 
and copying by the 
agency. Persons 
should contact the 
agency if there are 
any questions 
regarding the ability 
of the agency to 
perform such review 
and copying of the 
electronic records. 

FirstPoint will satisfy this 
requirement in conjunction with a 
company’s records management 
policy. Features of FirstPoint that 
support generation of accurate 
and complete copies in human-
readable form include the tight 
integration with the Microsoft 
Office Suite of products, the 
template-driven and rules-based 
workflow engine, and the system 
generated and maintained 
metadata. 

All relevant records and 
controlled documents are 
maintained in their native file 
format within a robust MS SQL 
database and MS SharePoint 
environment, and may be 
published into a PDF or XML 
format for submission related 
purposes. 

 

The business process should 
define the authority and 
responsibility for review, 
approval and retention of 
electronic records. 

“The Agency intends to 
exercise enforcement 
discretion with regard to 
specific part 11 requirements 
for generating copies of 
records (§ 11.10 (b) and any 
corresponding requirement in 
§11.30).”  

“We recommend that you 
supply copies of electronic 
records by: 

• Producing copies of records 
held in common portable 
formats when records are 
maintained in these formats, 

• Using established automated 
conversion or export 
methods, where available, to 
make copies in a more 
common format (examples of 
such formats include, but are 
not limited to, PDF, XML, or 
SGML) 2 
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21 CFR 11 
REQUIREMENT 1 

CORRESPONDING 
FIRSTPOINT  

FUNCTIONALITY 
BUSINESS  

PROCESS ISSUES 
NOTES  

AND REFERENCES 

§ 11.10 CONTROLS FOR CLOSED SYSTEMS. 

(c) Protection of 
records to enable 
their accurate and 
ready retrieval 
throughout the 
records retention 
period. 

Documents may be retained in 
the system throughout their 
retention period through the use 
of a built-in lifecycle management 
system. 

FirstPoint applies robust security 
across the entire record 
/document lifecycle, which 
prevents and limits approved or 
historical records from being 
deleted or modified except by 
specifically designated users. A 
special document restore feature 
is available to the system 
administrator that allows for the 
retrieval of deleted records. 

FirstPoint can be configured to 
identify record “type” retention 
requirements and actual 
expiration dates, as well as 
workflow routing to authorize the 
destruction of any records or 
obsolete documents in 
accordance with retention 
policies. 

• Archiving of documents 
and eventual destruction 
should be controlled by a 
corporate/legal records 
management policy and 
SOP. 

• “…the retention period for a 
given record will generally be 
established by the regulation 
that requires the record. 
Where the regulations do not 
specify a given time, the 
agency would expect firms to 
establish their own retention 
periods. Error! Bookmark not defined.

• “The Agency intends to 
exercise enforcement 
discretion with regard to the 
part 11 requirements for the 
protection of records to 
enable their accurate and 
ready retrieval throughout the 
records retention period (§ 
11.10 (c) and any 
corresponding requirement in 
§11.30).” 2 

• “FDA does not intend to 
object if you decide to 
archive required records in 
electronic format to non-
electronic media such as 
microfilm, microfiche, and 
paper, or to a standard 
electronic file format 
(examples of such formats 
include, but are not limited to, 
PDF, XML, or SGML).” 2 

(d) Limiting system 
access to authorized 
individuals. 

• FirstPoint provides a secure 
username and encrypted 
password for all 
collaborators including 
intruder alert and account 
lockout, in addition to the 
network access/password 
system. 

• FirstPoint augments the 
SharePoint security model 
by providing application, 
module and feature level 
rights to the system, as well 
as configurable rights across 
all phases of the document 
lifecycle. 

• The integral document 
encryption and prohibition 
rights provide additional 
security and control over 
opening, editing, and printing 
documents. 

In general, an SOP is needed to 
define the roles and 
responsibilities for the 
administration and maintenance 
of the groups and users for the 
system and/or network 
permissions. 
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21 CFR 11 
REQUIREMENT 1 

CORRESPONDING 
FIRSTPOINT  

FUNCTIONALITY 
BUSINESS  

PROCESS ISSUES 
NOTES  

AND REFERENCES 

§ 11.10 CONTROLS FOR CLOSED SYSTEMS. 

 

(e) Use of secure, 
computer-generated, 
time-stamped audit 
trails to 
independently record 
the date and time of 
operator entries and 
actions that create, 
modify, or delete 
electronic records. 
Record changes 
shall not obscure 
previously recorded 
information. Such 
audit trail 
documentation shall 
be retained for a 
period at least as 
long as that required 
for the subject 
electronic records 
and shall be 
available for agency 
review and copying. 

• FirstPoint provides a system 
generated audit trail for 
transactions and events 
across the entire lifecycle of 
the document or record from 
creation, review and 
approval through 
obsolescence.  

• FirstPoint’s system rules 
manage how changes are 
made and who is authorized 
to make them to insure an 
adequate version history is 
maintained. 

• Preconfigured audit reports 
about document, approval 
and system usage are 
provided out-of-the-box.  The 
report-data is collected and 
preserved permanently 
within in the database. 

An SOP will be needed to 
define and govern the roles and 
responsibilities for creating, 
modifying and deleting 
electronic records.  

• “It is the agency’s intent that 
the audit trail provide a 
record of essentially who did 
what, wrote what, and when.” 

• “To maintain audit trail 
integrity, the agency believes 
it is vital that the audit trail be 
created by the computer 
system independently of 
operators. The agency 
believes it would defeat the 
purpose of audit trails to 
permit operators to write or 
change them.”  

• “The agency does not believe 
part 11 needs to require 
recording the reason for 
record changes because 
such a requirement, when 
needed, is already in place in 
existing regulations that 
pertain to the records.”  

• “A few comments objected to 
the requirement that time be 
recorded, in addition to 
dates, and suggested that 
time be recorded only when 
necessary and feasible… 
FDA believes that recording 
time is a critical element in 
documenting a sequence of 
events. Within a given day a 
number of events and 
operator actions may take 
place, and without recording 
time, documentation of those 
events would be incomplete.” 

• “Although FDA 
acknowledges that not every 
operator ‘‘action,’’ such as 
switching among screen 
displays, need be covered by 
audit trails, the agency is 
concerned that revising the 
rule to cover only ‘‘critical’’ 
operations would result in 
excluding much information 
and actions that are 
necessary to document 
events thoroughly.”  

• “The agency believes that, in 
general, the kinds of operator 
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21 CFR 11 
REQUIREMENT 1 

CORRESPONDING 
FIRSTPOINT  

FUNCTIONALITY 
BUSINESS  

PROCESS ISSUES 
NOTES  

AND REFERENCES 

§ 11.10 CONTROLS FOR CLOSED SYSTEMS. 
actions that need to be 
covered by an audit trail are 
those important enough to 
memorialize in the electronic 
record itself. These are 
actions which, for the most 
part, would be recorded in 
corresponding paper records 
according to existing 
recordkeeping 
requirements.”Error! Bookmark not 
defined.  

(f) Use of operational 
system checks to 
enforce permitted 
sequencing of steps 
and events, as 
appropriate. 

These checks are implemented 
within a number of system 
functions. They include client-
defined control over: 

• The use of approved 
templates in creating 
documents/records. 

• Predefined metadata 
dictionary lists and property 
values as needed. 

• The use of mandatory 
metadata attributes. 

• Predefined “Guided Paths” to 
structure dependent choices 
(drivers) and return value 
lists  by document/record 
type.  

• System rules by document 
lifecycle status that 
authorizes or limits access 
and usage. 

• Template-driven workflow 
and rules-engine that provide 
process integrity through 
collaborative, approval and 
notification workflows. 

• Systematic collaborator 
selection and voting rules to 
ensure that all required 
electronic signatures are 
obtained. 

During requirements definition, 
a client will define the level of 
control and checking to be 
enforced within the system. 

“The agency advises that the 
purpose of performing 
operational checks is to ensure 
that operations (such as 
manufacturing production 
steps and signings to indicate 
initiation or completion of those 
steps) are not executed 
outside of the predefined order 
established by the operating 
organization. The agency 
advises that authority checks, 
and other controls under § 
11.10, are intended to ensure 
the authenticity, integrity, and 
confidentiality of electronic 
records, and to ensure that 
signers cannot readily 
repudiate a signed record as 
not genuine.” Error! Bookmark not 
defined. 

(g) Use of authority 
checks to ensure 
that only authorized 
individuals can use 
the system, 
electronically sign a 
record, access the 

A series of authority checks are 
implemented within system 
functions. They include the 
following client-defined controls: 

• Network access with unique 
ID, login password strength 

In addition, a client will need an 
SOP on system security and/or 
SOP on physical security to 
prevent access to system by 
unauthorized users. 

• “The nature, scope, and 
mechanism of performing 
such checks is up to the 
operating organization. FDA 
believes, however, that 
performing such checks is 
one of the most fundamental 
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21 CFR 11 
REQUIREMENT 1 

CORRESPONDING 
FIRSTPOINT  

FUNCTIONALITY 
BUSINESS  

PROCESS ISSUES 
NOTES  

AND REFERENCES 

§ 11.10 CONTROLS FOR CLOSED SYSTEMS. 
operation or 
computer system 
input or output 
device, alter a 
record, or perform 
the operation at 
hand. 

and expiration rules. 

• FirstPoint Advanced Security 
Module (21 CFR Part 11) 
provides the administrator 
the ability to manage a 
second encrypted password 
specifically for e-signature 
approvals. 

• The advanced security 
features also include user-
defined password expiration, 
password strength rules, 
automated intruder alert, 
third party changes, and 
notification. 

• FirstPoint security model 
governing application, 
module and feature level 
rights. 

• Document rights 
management controls the 
encryption, usage and 
manipulation of documents 
according to both the 
document lifecycle status 
and the user’s permission. 

• Automated workflow rules 
that identify and manage the 
actions and options for 
collaborators in any variation 
of collaboration, approval, or 
notification workflow 
process. 

• Overall system configuration, 
maintenance and other types 
of business administration 
functions in accordance with 
the client’s needs. 

measures to ensure the 
integrity and trustworthiness 
of electronic records.” 

• Such controls include… 
limiting access to the 
database search software. 
Absent effective controls, it is 
very easy to falsify electronic 
records to render them 
indistinguishable from 
original, true records. Error! 
Bookmark not defined. 

(h) Use of device 
(e.g., terminal) 
checks to determine, 
as appropriate, the 
validity of the source 
of data input or 
operational 
instruction. 

This requirement in general 
does not apply to FirstPoint 
since the system does not have 
any functionality where 
information is valid only when 
entered only from specific 
terminals. If a specific client has 
this requirement, CSC will 
address the requirement for that 
client. 

 “The agency believes that 
these checks are warranted 
where only certain devices 
have been selected as sources 
of legitimate data or 
commands.” Error! Bookmark not 
defined.  
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21 CFR 11 
REQUIREMENT 1 

CORRESPONDING 
FIRSTPOINT  

FUNCTIONALITY 
BUSINESS  

PROCESS ISSUES 
NOTES  

AND REFERENCES 

§ 11.10 CONTROLS FOR CLOSED SYSTEMS. 

(i) Determination that 
persons who 
develop, maintain, or 
use electronic 
record/electronic 
signature systems 
have the education, 
training, and 
experience to 
perform their 
assigned tasks. 

• CSC maintains resumes and 
training records for all its 
team members. 

• CSC will also help generate 
training records to track any 
training it provides to the 
client’s personnel.  

• The client will need an SOP 
defining the training 
process, requirements and 
plans for users and 
administrators. 

• The client will need to 
maintain applicable training 
records in accordance with 
an SOP. 

• The client may need to 
conduct various vendor 
audits. CSC has been 
audited by many 
pharmaceutical clients and 
welcomes the opportunity 
to present our methodology 
and practices in an audit. 

• “The agency advises that, 
although the intent of 
proposed § 11.10(i) is to 
address qualifications of 
those personnel who develop 
systems within an 
organization, rather than 
external ‘‘vendors’’ per se, it 
is nonetheless vital that 
vendor personnel are 
likewise qualified to do their 
work. The agency agrees 
that periodic examination or 
certification of personnel who 
perform certain critical tasks 
is desirable. However, the 
agency does not believe that 
at this time a specific 
requirement for such 
examination and certification 
is necessary.” Error! Bookmark not 
defined. 

(j) The establishment 
of, and adherence to, 
written policies that 
hold individuals 
accountable and 
responsible for 
actions initiated 
under their electronic 
signatures, in order 
to deter record and 
signature 
falsification. 

N/A • The client will need a policy 
detailing the use of 
electronic signatures as 
legally binding equivalent of 
handwritten signatures, and 
holding users accountable 
for actions initiated under 
their electronic signatures. 

 

“The agency considers the 
compromise of electronic 
signatures to be a very serious 
matter, one that should 
precipitate an appropriate 
investigation into any causative 
weaknesses in an 
organization’s security 
controls.” Error! Bookmark not defined. 
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21 CFR 11 
REQUIREMENT 1 

CORRESPONDING 
FIRSTPOINT  

FUNCTIONALITY 
BUSINESS  

PROCESS ISSUES 
NOTES  

AND REFERENCES 

§ 11.10 CONTROLS FOR CLOSED SYSTEMS. 

(k) Use of 
appropriate controls 
over systems 
documentation 
including:   

(1) Adequate 
controls over the 
distribution of, 
access to, and use of 
documentation for 
system operation 
and maintenance. 

(2) Revision and 
change control 
procedures to 
maintain an audit 
trail that documents 
time-sequenced 
development and 
modification of 
systems 
documentation. 

• CSC will provide the client 
copies or access to system 
documentation 
corresponding to the 
licensing agreement and 
version of the product. 

• CSC maintains a strict 
version and change control 
methodology for its product, 
product related 
documentation and training 
materials.  

• The client will need SOP(s) 
on document control 
applied to system operation 
and maintenance 
documentation (i.e. SOPs 
on use, operation and 
maintenance manuals, 
validation scripts, and 
product version release 
notes). 

• The client will need SOP(s) 
on document change 
control applied to system 
operation and maintenance 
documentation (i.e. SOPs 
on use, operation and 
maintenance, manuals, 
etc.). 

• “The agency advises that § 
11.10(k) is intended to apply 
to systems documentation, 
namely, records describing 
how a system operates and 
is maintained, including 
standard operating 
procedures. The agency 
believes that adequate 
controls over such 
documentation are necessary 
for various reasons. For 
example, it is important for 
employees to have correct 
and updated versions of 
standard operating and 
maintenance procedures. If 
this documentation is not 
current, errors in procedures 
and/or maintenance are more 
likely to occur. Part 11 does 
not limit an organization’s 
discretion as to how widely or 
narrowly any document is to 
be distributed, and FDA 
expects that certain 
documents will, in fact, be 
widely disseminated. 
However, some highly 
sensitive documentation, 
such as instructions on how 
to modify system security 
features, would not routinely 
be widely distributed. Hence, 
it is important to control 
distribution of, access to, and 
use of such documentation.” 

• “§ 11.10(k)(2) covers the 
system documentation 
records regarding overall 
controls (such as access 
privilege logs, or system 
operational specification 
diagrams).” Error! Bookmark not 
defined. 
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21 CFR 11 
REQUIREMENT 1 

CORRESPONDING 
FIRSTPOINT  

FUNCTIONALITY 
BUSINESS  

PROCESS ISSUES 
NOTES  

AND REFERENCES 

§ 11.10 CONTROLS FOR CLOSED SYSTEMS. 

§ 11.30 Controls for 
Open Systems. 
Same as § 11.10 
plus document 
encryption and use 
of appropriate digital 
signature standards 
to ensure, as 
necessary under the 
circumstances, 
record authenticity, 
integrity, and 
confidentiality. 

CSC believes the FirstPoint 
products are a closed system so 
section 11.30 is not applicable. 

NA NA 
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Table 2: Electronic Signature Compliance and FirstPoint Applicability 
FirstPoint uses a unique username and password (infometric) based Electronic Signature methodology. CSC is able to 
integrate a biometric solution for electronic signature upon request.  

 

Table 2 discusses the functionality that FirstPoint provides in support of 21 CFR Part 11. 

21 CFR 11 
REQUIREMENT1 

CORRESPONDING FIRSTPOINT 
FUNCTIONALITY NOTES AND REFERENCES 

§ 11.50 Signature manifestations. 
(a) Signed electronic 
records shall contain 
information associated 
with the signing that 
clearly indicates all of the 
following: 

(1) The printed name of 
the signer; 

(2) The date and time 
when the signature was 
executed; and 

(3) The meaning (such as 
review, approval, 
responsibility, or 
authorship) associated 
with the signature. 

• FirstPoint validates the infometric signature, 
translates the user ID to the full user name, 
and captures the user name, server date and 
time, the meaning of signature and outcome as 
non-editable properties of the 
document/record, and workflow history. 

• Meanings of signature are defined by the 
administrator and assigned to each 
collaborator who is expected to perform any 
review or approval with the system. 

• When executing an e-signature, the 
appropriate meaning of signature is selected 
by the user from a list based upon the type of 
step and action, and the role and responsibility 
of the collaborator. For example, various types 
of workflows can be defined by the system 
administrator to support the collaborative 
creation and review of a document, multiple 
levels of approval, and the 
distribution/notification of the document to the 
stakeholders. In one step a signature meaning 
could be “reviewed” and in another step the 
signature could mean “approved” while in 
another step, the signature could mean 
“notified.” 

• FirstPoint automatically captures the entire 
signature manifestation which is comprised of 
the workflow step, the meaning of signature, 
the outcome of the disposition selected, the 
user’s unique ID and the execution of the 
unique password (date and time stamped by 
server time zone). 

Although we realize that this information has 
been withdrawn, it is in line with the FDA’s 
current thinking. 

“In the preamble to the final rule for part 11, 
entitled “21 CFR Part 11 Electronic Records; 
Electronic Signatures,” we stated: “Regarding 
systems that may span different time zones, 
the agency advises that the signer’s local 
time is the one to be recorded.” We have 
reconsidered this position, and the guidance 
presented here reflects our current thinking, 
and supersedes the position in comment 101 
with respect to the time zone that should be 
recorded. 

You should implement time stamps with a 
clear understanding of what time zone 
reference you use. Systems documentation 
should explain time zone references as well 
as zone acronyms or other naming 
conventions. For example the time zone 
reference might be a central point like 
Greenwich Mean Time, a point local to the 
computer where the activity linked to the time 
stamp occurs, or a point where the time 
stamp clock (e.g., a time stamp server) is 
located.”  Error! Bookmark not defined. 

It is recommended that each client document 
their policy for how they will control the time 
on their servers. 

 

(b) The items identified in 
paragraphs (a)(1), (a)(2), 
and (a)(3) of this section 
shall be subject to the 
same controls as for 
electronic records and 
shall be included as part of 
any human readable form 
of the electronic record 
(such as electronic display 
or printout). 

• Depending on the file format, FirstPoint 
systematically adds a signature page to the 
document that displays all required signature 
information, including the full approval history 
of each user who signed the document. 

• Signature information is also retained as non-
editable metadata in the database, and can be 
queried and displayed in various views and 
reports. 
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21 CFR 11 
REQUIREMENT1 
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§ 11.70 Signature/record linking. 

Electronic signatures and 
handwritten signatures 
executed to electronic 
records shall be linked to 
their respective electronic 
records to ensure that the 
signatures cannot be 
excised, copied, or 
otherwise transferred to 
falsify an electronic record 
by ordinary means. 

• Electronic signatures can only be applied to a 
document\record through the administrator 
configured workflow process and the proper 
execution of approval rules. 

• Signature information is also retained as non-
editable metadata in the database, and can be 
queried and displayed in various views and 
reports. 

• Signatures are systematically removed when a 
document is edited, copied, or otherwise 
modified. 

 

§ 11.100 General requirements. 

(a) Each electronic 
signature shall be unique 
to one individual and shall 
not be reused by, or 
reassigned to, anyone 
else. 

• FirstPoint security insures that each electronic 
signature is unique to one individual and shall 
not be reassigned or reused by anyone else. 

• FirstPoint Advanced Security rules require any 
change to an approval password, not done by 
the owner, be certified by one or more 
individuals in addition to the system 
administrator. These third-party password 
changes trigger automatic notification. 

• The client will need an SOP on establishing 
and maintaining user profiles to both the 
network and FirstPoint applications. 

• FirstPoint allows the administrator to lockout or 
disable accounts, as well as delete users from 
the system. 

“For consistency with the proposed 
definition of handwritten signature, and to 
clarify that electronic signatures are those 
of individual human beings, and not those 
of organizations (as included in the act’s 
definition of “person”), FDA is changing 
“person” to “individual” in the final rule.” 
Error! Bookmark not defined. 

(b) Before an organization 
establishes, assigns, 
certifies, or otherwise 
sanctions an individual's 
electronic signature, or any 
element of such electronic 
signature, the organization 
shall verify the identity of 
the individual. 

The client will need SOP(s) on establishing and 
maintaining user profiles as applied to the 
verification of a user identity. This will generally be 
satisfied through the client’s “on boarding” process 
for employees, contractors, or consultants. 

 

(c) Persons using 
electronic signatures shall, 
prior to or at the time of 
such use, certify to the 
agency that the electronic 
signatures in their system, 
used on or after August 
20, 1997, are intended to 
be the legally binding 
equivalent of traditional 
handwritten signatures. 

(1) The certification shall 
be submitted in paper form 
and signed with a 
traditional handwritten 
signature, to the Office of 
Regional Operations 
(HFC-100), 5600 Fishers 

• The client will need to submit a letter to the 
FDA certifying that they consider electronic 
signatures are the legally binding equivalent to 
handwritten signatures. 

• The client will need SOP(s) on establishing 
and maintaining user profiles showing that a 
given individual accepts that the electronic 
signature is the legally binding equivalent of 
handwritten signatures. Additionally, the client 
may need to maintain signed electronic 
signature certification records for the users, 
which signify that: 

• the employee listed is certifying that he or she 
has been fully trained and understand that 
executing his or her electronic signature; 
namely, the unique user ID and approval 
password within the FirstPoint system is a 
legally acceptable and functionally binding 
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21 CFR 11 
REQUIREMENT1 
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Lane, Rockville, MD 
20857. 

(2) Persons using 
electronic signatures shall, 
upon agency request, 
provide additional 
certification or testimony 
that a specific electronic 
signature is the legally 
binding equivalent of the 
signer's handwritten 
signature. 

equivalent of the signer’s handwritten 
signature. 

§ 11.200 Electronic signature components and controls. 

(a) Electronic signatures 
that are not based upon 
biometrics shall: 

(1) Employ at least two 
distinct identification 
components such as an 
identification code and 
password. 

(i) When an individual 
executes a series of 
signings during a single, 
continuous period of 
controlled system access, 
the first signing shall be 
executed using all 
electronic signature 
components; subsequent 
signings shall be executed 
using at least one 
electronic signature 
component that is only 
executable by, and 
designed to be used only 
by, the individual. 

(ii) When an individual 
executes one or more 
signings not performed 
during a single, continuous 
period of controlled system 
access, each signing shall 
be executed using all of 
the electronic signature 
components. 

(2) Be used only by their 
genuine owners; and 

(3) Be administered and 
executed to ensure that 
attempted use of an 
individual's electronic 
signature by anyone other 
than its genuine owner 
requires collaboration of 
two or more individuals. 

• FirstPoint incorporates the user’s network 
account and password for general access to 
the system, which may also be defined for e-
signature approval. Advanced electronic 
signature functionality may be selected that is 
managed independent from the network 
account.  

• FirstPoint requires the following sequence of 
steps: 
1. A predefined and active workflow with 

step(s)/action(s), and collaborator(s) must 
exist within the system. 

2. A packet of document(s) must be routed in 
accordance with the workflow rules. 
Automatic email notification is sent to the 
collaborator(s). 

3. The collaborator must login to the network 
and FirstPoint system as an authenticated 
user. 

4. The collaborator reviews the contents of 
the packet, deliberately selects the 
meaning of the e-signature from the 
predefined choices for the route step. 

5. The collaborator deliberately selects the 
disposition/outcome of the e-signature 
from the predefined choices for the route 
step. 

6. The collaborator enters their unique login 
ID. 

7. The collaborator enters a unique e-
signature password, and confirms (saves) 
the entry. 

8. The system verifies the correct user ID 
and password combination. 

9. The system confirms the completed 
disposition. 

• The client will need an SOP on establishing 
and maintaining user profiles and that should 
address issues like: 
1. the electronic signature methodology 

option selected, 
2. the meaning of signature option and 

definitions selected and applied, 
3. advanced electronic signature password 

strength can be greater than and expire 
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more frequently than the network 
password, 

4. and while a user’s network password can 
be reset by the network administrator only, 
resetting the advanced e-signature 
password requires a collaborator besides 
the system administrator,  

5. and the options and actions to manage 
intruder detection. 

(b) Electronic signatures 
based upon biometrics 
shall be designed to 
ensure that they cannot be 
used by anyone other than 
their genuine owners. 

FirstPoint can support the use of biometric 
solutions through customizations. Customizations 
for biometrics are not in the scope of this 
document. 

 

§ 11.300 Controls for identification codes/ passwords. 
 Persons who use electronic signatures based upon use of identification codes in combination with passwords shall 

employ controls to ensure their security and integrity. Such controls shall include: 
(a) Maintaining the 
uniqueness of each 
combined identification 
code and password, such 
that no two individuals 
have the same 
combination of 
identification code and 
password. 

• The client’s network user authentication 
methodology coupled with the FirstPoint e-
signature account management provides this 
functionality. See Item § 11.100 (a), and 
11.200. 

• The client will need an SOP on establishing 
and maintaining user profiles. 

 

(b) Ensuring that 
identification code and 
password issuances are 
periodically checked, 
recalled, or revised (e.g., 
to cover such events as 
password aging). 

• The client’s network user authentication 
methodology coupled with the FirstPoint e-
signature account management provides this 
functionality. See Item § 11.100 (a), and 
11.200. 

• The client will need an SOP on establishing 
and maintaining user profiles. 

 

(c) Following loss 
management procedures 
to electronically de-
authorize lost, stolen, 
missing, or otherwise 
potentially compromised 
tokens, cards, and other 
devices that bear or 
generate identification 
code or password 
information, and to issue 
temporary or permanent 
replacements using 
suitable, rigorous controls. 

• The client will need an SOP covering loss 
management for passwords. 

• If devices are used, the client must have an 
SOP covering loss management. 
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(d) Use of transaction 
safeguards to prevent 
unauthorized use of 
passwords and/or 
identification codes, and to 
detect and report in an 
immediate and urgent 
manner any attempts at 
their unauthorized use to 
the system security unit, 
and, as appropriate, to 
organizational 
management. 

• The client’s network user authentication 
methodology coupled with the FirstPoint e-
signature account management provides this 
functionality. See Item § 11.100 (a), and 
11.200. 

• The client will need an SOP on establishing 
and maintaining, user profiles, including re-
activating accounts after a configurable 
number of unsuccessful attempts. 

 

(e) Initial and periodic 
testing of devices, such as 
tokens or cards, that bear 
or generate identification 
code or password 
information to ensure that 
they function properly and 
have not been altered in 
an unauthorized manner. 

• If such devices are used, the client must have 
such a policy in place. 
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